Council for Cyber and
Business Security
Agenda
Wednesday, November 10th, 2021
10:30 a.m. – 3:00 p.m. EST

Theme: Understanding Insider Threats in a
Hybrid Work Environment
During our Fall 2021 meeting, we will be exploring emerging insider threats in hybrid and
remote work environments. We will explore portability, mobility and reasonableness of
travel considerations, which may be re-framing the insider risk portrait. We’ll discuss
employee and employer responsibilities; as well as customer and supply chain data
stewardship.

Learning objectives
•
•
•
•

UNDERSTAND the value of corporate information and how to protect sensitive
corporate and customer information.
EXPLORE the insider risk guide.
IDENTIFY opportunities to strengthen corporate policies and education programs.
LEARN the going concerns and areas of focus of the CSO and CISO communities.

Please complete our online registration form. Confirmation to follow.
Contact
Morgen Dietz, Meeting Coordinator
dietz@conferenceboard.ca
Deborah Fleck, Senior Manager, Executive Networks
fleck@conferenceboard.ca
Andréa Nadeau, Senior Council Manager, Innovation and Technology
nadeau@conferenceboard.ca

Council of Chief Information Officers

Schedule
10:30 a.m.

Welcome and Opening Remarks

10:45 a.m.

Session 1: Conference Board of Canada Cyber Security
Review
The 2021 Cyber Review surveyed IT leaders, executives, and
consumers to learn about how they were responding and
adapting to new security and risk challenges brought on by the
COVID 19 Pandemic. The surveys spanned three general
themes: 1. The supply side, examining the pandemic’s effect on
organizations’ operations regarding cybersecurity, new
technologies, and risk, 2. The demand side, examining the
pandemic’s effect on how consumers feel about cybersecurity,
new technologies, and their own tech usage in light of the “new
normal,” 3. Policies, examining the pandemic’s effect on
corporate and public policy for privacy, cybersecurity, and
new technologies. The aim of the research is to help leaders in
the private and public sector learn about how their peers have
managed privacy, digital security, and new technologies
throughout the pandemic, and inform decisions as we emerge
into the post-pandemic world.
Darren Gresch, Senior Research Associate, The Conference
Board of Canada

11:30 a.m.

Session 2: Navigating to a Hybrid Work Model
Through 100 plus years of continuous operation, Canadian Bank
Note (CBN) has witnessed many global conditions. We’ve lived
through, pandemics, world war’s, market crashes and great
depressions. Has this experience prepared CBN to chart
responses and plan for evolving threats?
Were we prepared for Covid and the hybrid work environment?
During this case study, we’ll share how how Corporate and IT
Security responded to ensure CBN continued delivering to our
customers’ expectations.
Andrew Ross, Director, IT Security and Tom Raine, Executive
Director, Security Canadian Bank Note Company, Limited
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12:15 p.m.

Lunch Break

1:00 p.m.

Session 3: Member Exchange: Hybrid Work
Environment Insider Threat Programs
Defense contractors and critical Infrastructure are a primary target
of advanced adversaries. Traditionally we think of these
adversaries launching technical attacks geared to exploit holes in
our security perimeter with the goal of stealing sensitive
information for strategic or economical gain. As the pandemic
forced a largely remote workforce, the network borders expanded
outside the company walls which introduced numerous challenges
to security teams. The home network as a realistic attack vector
for the adversaries to exploit. What does this mean to an insider
threat program?
Barry will share their corporate policies/initiatives around insider
threats specific to hybrid work environments. We’ll then open the
discussion for other members/participants to share their
organizations’ policies.
Barry Hoover, Manager, Cyber Security General Dynamics
Mission Systems Canada

1:45 p.m.

Break

2:00 p.m.

Session 4:

3:00 p.m.

Wrap-Up and Adjournment

When a meeting, or part thereof, is held under the Chatham House Rule, participants are free to
use the information received, but neither the identity nor the affiliation of the speaker(s), nor that
of any other participant, may be revealed. Source: https://www.chathamhouse.org/chatham-house-rule
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